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(1)

Vardi/Nosaukumi (11)

Uzvards/Nosaukums 85th Main Special Service Centre (GTsSS)
Pilns vards/Nosaukums 85th Main Special Service Centre (GTsSS)
Veids Vards

Uzvards/Nosaukums GRU Unit 26165

Pilns vards/Nosaukums GRU Unit 26165

Veids Varda variacija

Uzvards/Nosaukums Pawn Storm

Pilns vards/Nosaukums Pawn Storm

Veids AKA (zinams ari ka)
Uzvards/Nosaukums Iron Twilight

Pilns vards/Nosaukums Iron Twilight

Veids AKA (zinams ari ka)
Uzvards/Nosaukums Sednit

Pilns vards/Nosaukums Sednit

Veids AKA (zinams ari ka)
Uzvards/Nosaukums Sofacy Group

Pilns vards/Nosaukums Sofacy Group

Veids AKA (zinams ari ka)


https://www.lursoft.lv/?l=lv

Uzvards/Nosaukums Tsar Team

Pilns vards/Nosaukums Tsar Team

Veids AKA (zinams ari ka)
Uzvards/Nosaukums Threat Group-4127/Iron Twilight
Pilns vards/Nosaukums Threat Group-4127/Iron Twilight
Veids AKA (zinams ari ka)
Uzvards/Nosaukums APT28 (Advanced Persistent Threat)
Pilns vards/Nosaukums APT28 (Advanced Persistent Threat)
Veids AKA (zinams ari ka)
Uzvards/Nosaukums FANCY BEAR

Pilns vards/Nosaukums FANCY BEAR

Veids AKA (zinams ari ka)
Uzvards/Nosaukums STRONTIUM

Pilns vards/Nosaukums STRONTIUM

Veids AKA (zinams ari ka)

Adreses (1)

Valsts Krievijas Federacija
Pasta indekss 1

|dentifikacijas dokumenti (2)

Veids Entity Type: Department within Government

Veids Entity Parent Company: Russian Ministry of Defence

Pamatojums (3)

The 85th Main Centre for Special Technologies (GTsSS) of the Russian General Staff of the Armed
Forces of the Russian Federation (GRU) - also known by its field post number ‘26165” and industry
nicknames: APT28, Fancy Bear, Sofacy Group, Pawn Storm, Strontium - was involved in illegally
accessing the information systems of the German Federal Parliament (Deutscher Bundestag) without
permission in April and May 2015.The military intelligence officers of the 85th controlled, directed and
took part in this activity, accessing the email accounts of MPs and stealing their data. Their activity
interfered with the parliament’s information systems affecting its operation for several days,
undermining the exercise of parliamentary functions in Germany.



The 85th Main Centre for Special Technologies (GTsSS) of the Russian General Staff of the Armed
Forces of the Russian Federation (GRU) - also known by its field post number ‘26165’ and industry
nicknames: APT28, Fancy Bear, Sofacy Group, Pawn Storm, Strontium - was involved in illegally
accessing the information systems of the German Federal Parliament (Deutscher Bundestag) without
permission in April and May 2015. The military intelligence officers of the 85th controlled, directed
and took part in this activity, accessing the email accounts of MPs and stealing their data. Their
activity interfered with the parliament’s information systems affecting its operation for several days,
undermining the exercise of parliamentary functions in Germany.

The 85th Main Special Services Centre (GTsSS) (Unit 26165) of the Russian General Staff of the Armed
Forces of the Russian Federation (GRU), is involved in relevant cyber activity in that it has been
responsible for, engaging in, providing support for, or promoting the commission, planning or
preparation or relevant cyber activity, including the deployment of X-Agent malware. These activities
undermine, or are intended to undermine, the integrity, prosperity or security of the United Kingdom
or a country other than the United Kingdom.

Veésturiskie dati

Vardi/Nosaukumi (13)

Statuss Vésturisks (pédéjo reizi aktivs 28.02.2022 05:16)
Uzvards/Nosaukums GRU 85th Main Special Service Centre (GTsSS) (APT 28)
Pilns vards/Nosaukums GRU 85th Main Special Service Centre (GTsSS) (APT 28)
Veids Galvenais segvards

Statuss Vésturisks (pédéjo reizi aktivs 18.07.2025 14:15)
Uzvards/Nosaukums GRU 85th Main Special Service Centre (GTsSS) (APT 28)
Pilns vards/Nosaukums GRU 85th Main Special Service Centre (GTsSS) (APT 28)
Veids Vards

Statuss Vésturisks (pédéjo reizi aktivs 28.02.2022 05:16)

Uzvards/Nosaukums
Pilns vards/Nosaukums
Veids

Statuss
Uzvards/Nosaukums
Pilns vards/Nosaukums
Veids

Statuss
Uzvards/Nosaukums
Pilns vards/Nosaukums
Veids

Statuss
Uzvards/Nosaukums
Pilns vards/Nosaukums

Fancy Bears
Fancy Bears
AKA (zinams ar1 ka)

Veésturisks (pedéjo reizi aktivs 28.02.2022 05:16)
Threat Group-4127/Iron Twilight

Threat Group-4127/Iron Twilight

AKA (zinams ari ka)

Veésturisks (pédéjo reizi aktivs 28.02.2022 05:16)
Stronitium

Stronitium

AKA (zinams ari ka)

Veésturisks (pédéjo reizi aktivs 28.02.2022 05:16)
Sofacy Group
Sofacy Group



Veids

Statuss
Uzvards/Nosaukums
Pilns vards/Nosaukums
Veids

Statuss
Uzvards/Nosaukums
Pilns vards/Nosaukums
Veids

Statuss
Uzvards/Nosaukums
Pilns vards/Nosaukums
Veids

Statuss
Uzvards/Nosaukums
Pilns vards/Nosaukums
Veids

Statuss
Uzvards/Nosaukums
Pilns vards/Nosaukums
Veids

Statuss
Uzvards/Nosaukums
Pilns vards/Nosaukums
Veids

Statuss
Uzvards/Nosaukums
Pilns vards/Nosaukums
Veids

Adreses (1)

Statuss
Valsts

Pasta indekss
Pilna adrese

AKA (zinams ari ka)

Veésturisks (pedéjo reizi aktivs 28.02.2022 05:16)
APT28 (Advanced Persistent Threat)

APT28 (Advanced Persistent Threat)

AKA (zinams ari ka)

Veésturisks (peédéjo reizi aktivs 28.02.2022 05:16)
Sednit

Sednit

AKA (zinams ari ka)

Veésturisks (pédéjo reizi aktivs 28.02.2022 05:16)
Iron Twilight

Iron Twilight

AKA (zinams ari ka)

Vésturisks (pédéjo reizi aktivs 28.02.2022 05:16)
Tsar Team

Tsar Team

AKA (zinams ari ka)

Vésturisks (pédéjo reizi aktivs 28.02.2022 05:16)
Pawn Storm

Pawn Storm

AKA (zinams ari ka)

Vésturisks (pédéjo reizi aktivs 18.07.2025 14:15)
Stronitium

Stronitium

AKA (zinams ari ka)

Vésturisks (pédéjo reizi aktivs 18.07.2025 14:15)
Fancy Bears

Fancy Bears

AKA (zinams ari ka)

Vésturisks (pédéjo reizi aktivs 28.02.2022 05:16)
Krievijas Federacija
1

Komsomol'skiy Prospekt 20 Moscow 119146 Russian Federation

|dentifikacijas dokumenti (2)

Statuss
Veids

Veésturisks (pedéjo reizi aktivs 28.02.2022 05:16)
Org Type: Department within Government



Statuss Veésturisks (pedéjo reizi aktivs 28.02.2022 05:16)
Veids Parent Company: Russian Ministry of Defence

Atjaunots: 04.11.2025. 20:16
Dati sankciju saraksta atjaunoti: 19.09.2025. 16:15

Kataloga ieklauti Latvijas, Apvienoto Naciju Organizacijas, Eiropas Savienibas, Apvienotas Karalistes
un Amerikas Savienoto Valstu Valsts kases Arvalstu aktivu kontroles biroja (OFAC) un Kanadas
sankciju sarakstos ieklautie subjekti.



