A LURSOFTIT

Sankciju saraksti
216.73.216.63
04.11.2025 20:26:43

Main Centre for Special Technologies
(GTsST) ('SANDWORM?)

Saraksts

Veids
Saraksta nosaukums
Programmas (1)

Saraksta ieklausanas datums

(1)

Vardi/Nosaukumi (8)

Uzvards/Nosaukums
Pilns vards/Nosaukums
Veids
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Organizacija

Apvienota Karaliste

Cyber Vésturisks (peédéjo reizi aktivs 28.02.2022 05:16:44)
31.07.2020

Main Centre for Special Technologies (GTsST) ('SANDWORM')
Main Centre for Special Technologies (GTsST) ('SANDWORM')
Vards

BlackEnergy Group
BlackEnergy Group
AKA (zinams ar1 ka)

Olympic Destroyer
Olympic Destroyer
AKA (zinams ari ka)

GRU Unit 74455
GRU Unit 74455
AKA (zinams ari ka)

Sandworm Team
Sandworm Team
AKA (zinams ari ka)

Telebots
Telebots
AKA (zinams ari ka)


https://www.lursoft.lv/?l=lv

Uzvards/Nosaukums Voodoo Bear

Pilns vards/Nosaukums Voodoo Bear
Veids AKA (zinams ari ka)
Uzvards/Nosaukums Quedagh

Pilns vards/Nosaukums Quedagh

Veids AKA (zinams ari ka)

Adreses (1)

Valsts Krievijas Federacija

|dentifikacijas dokumenti (2)

Veids Entity Type: Department within Government/Military Unit

Veids Entity Parent Company: Russian Ministry of Defence

Pamatojums (3)

The Main Centre for Special Technologies (GTsST) of the Russian General Staff Main Intelligence
Directorate (GRU), also known by its field post number ‘74455 and “Sandworm” by industry, was
responsible for cyber attacks which disrupted critical national infrastructure in Ukraine, cutting off the
electricity grid. The perpetrators were directly responsible for relevant cyber activity by carrying out
information system interference intended to undermine integrity, prosperity and security of the
Ukraine. These cyber attacks originated in Russia and were unauthorised.

The Main Centre for Special Technologies (GTsST) of the Russian General Staff Main Intelligence
Directorate (GRU), also known by its field post number ‘74455’ and “Sandworm” by industry, was
responsible for cyber attacks which disrupted critical national infrastructure in Ukraine, cutting off the
electricity grid. The perpetrators were directly responsible for relevant cyber activity by carrying out
information system interference intended to undermine integrity, prosperity and security of the
Ukraine. These cyber attacks originated in Russia and were unauthorised

The Main Centre for Special Technologies (GTsST) (Unit 74455) of the Russian General Staff Main
Intelligence Directorate (GRU) is involved in relevant cyber activity in that it is or has been
responsible for, engaging in, providing support for, or promoting the commission, planning or
preparation of relevant cyber activity, including the deployment of multiple variations of Industroyer
malware and NotPetya malware. These activities undermine, or are intended to undermine, the
integrity, prosperity or security of the United Kingdom or a country other than the United Kingdom or
directly or indirectly causes, or is intended to cause, economic loss to, or prejudice to the commercial
interests of, those affected by the activity.
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Vésturisks (pédéjo reizi aktivs 28.02.2022 05:16)

Main Centre for Special Technologies (GTsST) of the Main
Directorate of the General Staff of the Armed Forces of the
Russian Federation (GU/GRU) ('SANDWORM')

Main Centre for Special Technologies (GTsST) of the Main
Directorate of the General Staff of the Armed Forces of the
Russian Federation (GU/GRU) ('SANDWORM')

Galvenais segvards

Vésturisks (pédéjo reizi aktivs 18.07.2025 14:15)

Main Centre for Special Technologies (GTsST) of the Main
Directorate of the General Staff of the Armed Forces of the
Russian Federation (GU/GRU) ('SANDWORM')

Main Centre for Special Technologies (GTsST) of the Main
Directorate of the General Staff of the Armed Forces of the
Russian Federation (GU/GRU) (‘'SANDWORM')

Vards

Veésturisks (pedéjo reizi aktivs 28.02.2022 05:16)
Field Post Number 74455

Field Post Number 74455

AKA (zinams ari ka)

Vésturisks (pédéjo reizi aktivs 28.02.2022 05:16)
Sandworm Team

Sandworm Team

AKA (zinams ari ka)

Vésturisks (pédéjo reizi aktivs 28.02.2022 05:16)
Telebots

Telebots

AKA (zinams ari ka)

Vésturisks (pédéjo reizi aktivs 28.02.2022 05:16)
Olympic Destroyer
Olympic Destroyer
AKA (zinams ari ka)

Veésturisks (pedéjo reizi aktivs 28.02.2022 05:16)
Blackenergy Group
Blackenergy Group
AKA (zinams ari ka)

Veésturisks (peédéjo reizi aktivs 28.02.2022 05:16)
Voodoo Bear

Voodoo Bear

AKA (zinams ari ka)



Statuss
Uzvards/Nosaukums
Pilns vards/Nosaukums
Veids

Statuss
Uzvards/Nosaukums
Pilns vards/Nosaukums
Veids

Adreses (1)

Statuss
Valsts
Pilna adrese

Veésturisks (pedéjo reizi aktivs 28.02.2022 05:16)
Quedagh

Quedagh

AKA (zinams ari ka)

Vésturisks (pédéjo reizi aktivs 18.07.2025 14:15)
Field Post Number 74455

Field Post Number 74455

AKA (zinams ari ka)

Veésturisks (pédéjo reizi aktivs 28.02.2022 05:16)
Krievijas Federacija
22 Kirova Street Moscow Russia

|dentifikacijas dokumenti (2)

Statuss
Veids

Statuss
Veids

Atjaunots: 04.11.2025. 20:16

Vésturisks (pédéjo reizi aktivs 28.02.2022 05:16)
Org Type: Department within Government/Military Unit.

Vésturisks (pédéjo reizi aktivs 28.02.2022 05:16)
Parent Company: Russian Ministry of Defence.

Dati sankciju saraksta atjaunoti: 19.09.2025. 16:15

Kataloga ieklauti Latvijas, Apvienoto Naciju Organizacijas, Eiropas Savienibas, Apvienotas Karalistes
un Amerikas Savienoto Valstu Valsts kases Arvalstu aktivu kontroles biroja (OFAC) un Kanadas

sankciju sarakstos ieklautie subjekti.



